Sure, [ can tell
yvou exactly
where John was
on June 4.

TIMOTHY CARPENTER’S own ce
phone gave law enforcement offj
cials all the evidence theyneeded t
send him to prison for 116 years.

According to federal authorities
Carpenter carried out a string o
armed robberies of electronic
stores in Michigan and Ohi
between 2010 and 2011. How dc
they know? They accessed his cel
phone’s location records. Thost
records show where you are when
ever your phone is with you.

The police obtained the locatior
records from Carpenter’s cellula;
service provider. But his lawyer:
objected. They said getting the
records without Carpenter’s per-
’ mission violated his right to privacy
The right to privacy is based on the
Fowrth Amendment. (See box, p. 7.)

Carpenter’s lawyers argue that
the police should have had a

Our phones collect data about us that police can
use to solve crimes. When does that violate our
constitutional right to privacy? BY BROOKE ROSS

8 ocTosEr9, 2017 GO TO JUNIORSCHOLASTIC.COM TO: ([} View Leveled Text // € Watch a Video // (B Download Skills Sheets



URT JUSTICES)

PAGE 6: ILLUSTRATION BY EDDIE GUY; PAGE 7: J. SCOTT APPLEWHITE/AP PHOTO (SUI

watrrant, a court document giving
them the right to perform a search.
But lawyers for the federal gov-

ernment say: Amenca_ns give up |
theu pnvacy rights when they share .-
personal data with 0L1t51de compa— '
nies, such as cellular service

provlders hke Venzon ‘and AT&T

“Thls IS a case
* that affects
‘everyone who

has a cell pho_ne.”__’

" ‘Now the case—Carpenter v.

United S-ta'tes—ha:_s made it to the
U.S. Supreme Court. As the nation’s
highest court reconvenes this month,
it will demde whether authorities
need a ‘warrant to obtain someone’s
ce]l phone locatlon records

How the Court rules- could have
huge implications for our privacy
rights in the digital age. We increas-
ingly rely on high-tech gadgets that
collect and store information about
us—everything from smartphones
and fitness trackers to personal dig-
ital assistants like Amazon’s Alexa.
But should this data be private? And

MEET THE SUPREMES

- to what extent can pohce use 1t

ect a' law has been'broken

against us?
“This is a case that affects every-

one who has a cell phone,” says

Andrew Crocker of the Electronic
Frontier Foundation. “Where you
gowith your devices, whether that’s

to a friend’s house, to a doctor fora

specific condition, or to a place of

worship, can reveal a lot of private
information about your life.”

Privacy vs. Tech

Figuring out how to apply Fourth
Amendment privacy rights in the
21stcenturyisnot so simple—espe-
cially when you consider high-tech

devices the Founders could —p

The Supreme Court has the final say
on whether laws are constitutional.
The justices serve for life, and their
decisions affect all Americans.

1. ELENA KAGAN Associate Justice

2. SAMUEL A. ALITO JR. Associate Justice
3.SONIA SOTOMAYOR Associate Justice

4. NEIL M. GORSUCH Associate Justice

5. RUTH BADER GINSBURG Associate Justice.
6. ANTHONY M. KENNEDY Associate Justice
7. JOHNG. ROBERTS JR. Chief Justice

8. CLARENCE THOMAS Assoc;ate Just!ce

9. STEPHEN G. BREYER Assoaate Justice
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never have imagined. It's a chal-
lenge often left to the nine justices
of the Supréme Q_ourt. (See “Meer
the Supremes,” p. 7.)

In 2012, the Supreme Court ruled
that police need warrants to attach
GPS devices to suspects’ cars. And
in a 2014 decision, the justices ruled
that police officers must have war-
rants to search people’s cell phones.

A Digital Data Debate
However, when it comes to the data
that our devices collect about us—
including our location history on
smartphones and what Alexa or
Apple’s Siri hear us say—police can
obtain the records without a war-
rant in most cases.

Why? It dates back to a 1979
Supreme Court case in which the
justices ruled that people give up
their privacy protections when they
voluntarily share their information
with outside companies. At the time,
this meant that if you were to dial a
phone number, for example, that

Do police need
a warrant to
access the info
on our devices?

information—who you called—
would belong to the phone company.
It could share that information with
the police or anyone else.

As technology has advanced, this
has come to mean that if you do a
search on Google or post a photo to
Snapchat, that information belongs
to your internet service provider.

Law enforcement officials point _

to the 1979 case as the reason for
not needing a warrant to access
location records. They say the data is
critical for quickly arresting criminal
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The pres:dent

< justices, who must
then be confirmed

:_ term—but accepts
= only about 80.

suspects and clearing the innocent.
Stll, privacy advocates are deeply
concemed about how much unpro-
tected data our devices collect about
us today. After all, they say, a lot has
changed since the 1979 ruling. Back
then, no one had social media
accounts or smartphones.

VISIT OUR.

~ was formed in
1789, 113 justice.
have sat on the
bench, includin

i four women.

says, “The Court has demonstrated
a willingness to rethink [privacy
protections] as they apply to digital
devices and digital data.”

But regardless of how the Court
rules, privacy experts say it's up to
each one of us to be mindful

of how we use our tech

That's why many people gadgets, because our
say it's time for the NEw C;V!CS devices are always
Court to re-examine S!TE AT tracking us.

whether the Fourth wethepesp!e “Today,” explains
Amendment protects -schelas,ﬁﬁmm Joel Reidenberg, a

those kinds of records.

Protecting Privacy
The justices may use the Carpenter
Case as an opportunity to clarify the
Fourth Amendment’s meaning in
today’s digital age.

“The fact that they agreed to hear
the case does point to them doing
something interesting,” Crocker

professor at Fordham

University in New York, “it’s

more or less naive to expect

privacy when communicating on
any of these devices.” ¢
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The

Bill of Rights

THE RIGHT TO PRIVACY is just one of many
constitutional protections addressed in the Bill of Rights.
Those are the first 10 amendments to the U.S.
Constitution. They outline the basic rights and freedoms

of Americans, such as freedom of speech, the right to
bear arms, and the right to a trial by an impartial jury.

Read on for a quick overview of the Bill of Rights, how
it was created, and how it works.

How Our
Rights Were
Established

9 Some states (inciuding
New York and Virginia) agreed
to ratify the Constitution only
it a list of our individual rights
was added.

e in response, James Madison,
known as the Father of the
Constitution, went through the
document and made suggested
zmendments, or changes.

€ Madison drafted nearly

20 amendments. Ten were
eventually approved by the
states, and the Bill of Rights was
ratified on December 15, 1791

Number of original
copies of the

Bill of Rights in
existence today

HOW AMENDMENTS ARE RATIFIED

Amending the Constitution is difficult. Here's how it's usually done.

Proposal Ratification
Two-thirds of The amendment
Congress (the House becomes part of
of Representatives the Constitution if
and the Senate) must three-quarters of the
agree to propose states (38 cut of £0)
an amendment.

vote to ratify it.

Each state
legislature votes
on whether to pass
the amendment.

Which
Rights Do
We Value
the Most?

Americans were asked
in a recent poll which

amendment they think
is the most impertant.

Ninth
Amendment:
recognizes
that Americans

guarantees freedom
of speech, religicn,

have additional
rights that are

not listed in the
Constitution.

and the press. It also
protects the right to
participate in protests
and to petition

the government.

Second Amendment:
gives Americans the right to bear arms (own guns). However, people
still debate whether the Founders intended that right to be for
individuals or for militia members. (A militia is a citizen army.)

SOURCE: yougov.com

For a description of all 10 AMENDMENTS, go to junior.scholastic.com. 9
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|Developing an Argument |

Fourth Amendment

PDF is available at

Arguments St

In “Can Your Phone Testify Against You?” (pp. 6-9), you read about how police are using the
data that devices collect about their users to solve crimes and the debate about whether that
violates Fourth Amendment privacy rights. Using information from the article, complete the
table below to develop your own argument on the issue.

Should the Fourth Amendment protect people’s digital data, such as cell phone location records?
' Cite two reasons for each side of the argument.

YES NO

Reason 1: ' Reason T:

Reason 2: Reason 2:

Puttil’lg it All Together In your view, should the Fourth Amendment protect people’s digital data? Using your
work above, write a paragraph summarizing your opinion.
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